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Decision/action requested

It is proposed to accept the pCR
2
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Rationale 

This contribution proposes to specify the key generations for KgNB, NH, KgNB*, KN3IWF. The derivation functions of KgNB, NH, KgNB* and the corresponding input parameters are the same as 4G except the derivation of KN3IWF. In order to maintain consistency for 3GPP access and non-3GPP access, for KN3IWF derivation function, it is proposed to use the Uplink NAS COUNT binding with the NAS context of non-3GPP accessing through AMF as one input parameter of the derivation function. 
4
Detailed proposal

It is proposed to approve the following pCR to draft TS33.501.
************************ Start of first change ************************
A.X
KgNB derivation function
When deriving a KgNB from KAMF and the uplink NAS COUNT in the UE and the AMF the following parameters shall be used to form the input S to the KDF. 
-
FC = 0x??
-
P0 = Uplink NAS COUNT

-
L0 = length of uplink NAS COUNT (i.e. 0x00 0x04)

The input key shall be the 256-bit KAMF.

This function is applied when cryptographically protected 5G radio bearers are established and when a key change on-the-fly is performed.
**********************End of first change **********************
**********************Start of second change *************************
A.Y
NH derivation function

When deriving a NH from KASME the following parameters shall be used to form the input S to the KDF.

-
FC = 0x??
-
P0 = SYNC-input

-
L0 = length of SYNC-input (i.e. 0x00 0x20)

The SYNC-input parameter shall be the newly derived KgNB for the initial NH derivation, and the previous NH for all subsequent derivations. This results in a NH chain, where the next NH is always fresh and derived from the previous NH.

The input key shall be the 256-bit KAMF.
********************End of Second change ******************
*********************** Start of third change ************************
A.Z
KgNB* derivation function

When deriving a KgNB* from current KgNB or from fresh NH and the target physical cell ID in the UE and gNB as specified in clause 8.3.1.1.1 for handover purposes the following parameters shall be used to form the input S to the KDF.

-
FC = 0x??
-
P0 = PCI (target physical cell id)

-
L0 = length of PCI (i.e. 0x00 0x02)
-
P1 = ARFCN-DL (target physical cell downlink frequency)

-
L1 = length of ARFCN-DL
The input key shall be the 256-bit NH when the index in the handover increases, otherwise the current 256-bit KgNB.
*********************End of third change **********************
*********************Start of fourth change *********************

A.R
KN3IWF derivation function
When deriving a KN3IWF from KAMF in the UE and the AMF, the following parameters shall be used to form the input S to the KDF.
-
FC = 0x??
-
P0 = Uplink NAS COUNT
-
L0 = length of uplink NAS COUNT (i.e. 0x00 0x04)

The input key shall be the 256-bit KAMF.
*************************************** End of fourth change *************************************
